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MOJIUTUKA
[locynapcTBeHHOT0 aBTOHOMHOTO yUpe:kaeHHs Ky/AbTYpbl Baagumupcekoii od1acTu
«O6aactHoii LlenTp HAPOAHOTO TBOPUYECTBA» B OTHOLUICHHH 00padOTKH
NepCOHAIbHBIX AaHHBIX
1. OBIUUE NOJOXEHUSA

1.1. TepmuHsb! U onpeaesneHus

[lepcoHanbHble JaHHble - mobas HH(OpMAlMs, OTHOCAWAACSA K IMPSIMO WM
KOCBEHHO OIpEIeNIEHHOMY WM oTpenenseMoMy Qu3ndeckoMy JHLY (CyOBeKTy
MEepPCOHATBHBIX JaHHBIX).

OmnepaTop - TocyaapCcTBEHHBIH OpraH, MyHULMIIAIbHBIN OpraH, IOPUIHYECKOe I
Gu3HHUECcKOe JTULO, CAMOCTOSTENFHO HJIM COBMECTHO € JIPYTHMH JIMLAMH OPTaHU3YIOIINE U
(M) OCYLIECTBIAIOUINE 00pabOTKY MEepCOHANLHLIX JaHHBIX, @ TAKXKe OINpeaessroune
1end o0paboTKU MEepPCOHANbHBIX JaHHBIX, COCTaB [E€PCOHAILHBIX JaHHBIX, MOIIEKAIIUX
00paboTKe, NeHCTBUSA (ONEpaLiH ), COBepIIaeMble ¢ IePCOHANbHbIMH JaHHBIMHU.

O6paboTka TMepCOHANBHBIX JaHHBIX - Jro0oe JedcTBHE (Omepamms) Ui
COBOKYITHOCTb JeWCTBUN (Omepauuil), coBepulaeMbIX C MCIIOIb30BaHUEM CPEICTB
aBTOMAaTHU3alMK WM 0e3 HCIOJIb30BaHUS TaKUX CPEJICTB C [E€PCOHAIBLHBIMH JaHHBIMH,
BKIIIOUass cOOp, 3amuch, CHCTEMATH3allMI0, HAKOIUIeHWe, XpaHeHWe, YTOUYHEHHE
(oOHOBJIeHHE, M3MEHEHUEe), W3BIIeYeHHe, UCMOJIb30BaHue, lepeaady (paclpocTpaHeHue,
MpejocTaBlieHre, JOCTyN), oOe3nuyrMBaHue, OJIOKMpPOBaHUE, Y/JaAJICHHEe, YHHYTOXKEHHE
MePCOHATBHBIX JaHHBIX.

ABTOMATH3MpOBaHHas  00paboTka TMEpCOHANBHBIX  AaHHBIX -  0o0OpaboTka

MEPCOHAIBHBIX JaHHBIX € [TOMOIILIO CPCIACTB BBIYHUCIUTEIbHON TEXHHUKH.



[IpenocTaBieHue NepCOHANBHBIX JAHHBIX - ICUCTBUSA, HAMPABICHHBIE HA PACKPBITHE
NEPCOHATLHBIX JAHHBIX OMPEICICHHOMY JIUILY WU ONPEACICHHOMY KPYTY JIMII.

brokupoBaHue NEPCOHANBHBIX JA@HHBIX - BPEMEHHOE IpeKpameHue o0padOTKu
NEPCOHANBHBIX JAHHBIX (32 MCKIIOYEHUEM CIIy4aeB, €ciau 00paboTka HeoOXoauma st
YTOYHEHUS IEPCOHAIIbHBIX TAHHBIX).

YHUUTOKEHNE TIEPCOHANBHBIX JAHHBIX - JEWUCTBUS, B PE3YyJbTaT€ KOTOPBIX
CTAHOBHUTCSI HEBO3MOXXHBIM BOCCTAHOBHUTH COJAEPKAHUE IMEPCOHAIBHBIX JIaHHBIX B
MH(POPMAITMOHHON CHUCTEME NEPCOHANBHBIX JaHHBIX U (WJKM) B pe3yJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTepUaIbHbIE HOCUTEIN EPCOHANBHBIX JAHHBIX.

OO6e3nuurBaHuEe TEPCOHANBHBIX JIaHHBIX - JCHCTBUS, B pe3yJbTaTe€ KOTOPHIX
CTAHOBUTCSI HEBO3MOXHBIM 0€3 HCIOJb30BAHMS  JOMOJHUTEIBHOW HMH(pOpManuu
ONPENENUTh MPUHAMICKHOCTh TEPCOHATBHBIX JIAHHBIX KOHKPETHOMY  CYOBEKTY
MEPCOHAJIbHBIX TAHHBIX.

Nudopmarimonnass  cucremMa  MEPCOHATBHBIX  JAHHBIX -  COBOKYITHOCTH
comepkammxcs B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX W OOECMEYMBAIOIIUX MX
00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

TpaHcrpanuyHasi nepegaya MEPCOHAIBHBIX JAHHBIX - Tepefadya NepPCOHATbHBIX
JAHHBIX Ha TEPPUTOPUIO HMHOCTPAHHOIO TOCYJAapCTBa OpPraHy BJIACTH HHOCTPAHHOTO
rocyAapcTBa, MHOCTPAHHOMY (U3UYECKOMY JIMIY WM WHOCTPAHHOMY IOPUIUYECKOMY
auny.

1.2.Ha3HayeHue U rpaBoBasi OCHOBA JOKYMEHTa

[lonutka  TrOCYAapCTBEHHOTO  aBTOHOMHOIO YUPEKJICHUS  KYJIbTYPBI
Brnagumupckoit oomactu «O6nactroit LlenTp Hapomunoro tBopuectBan(nanee FAYK BO
«O6sactHOM LleHTp HAPOMHOTO TBOPYECTBA») OIPEIENISICT CUCTEMYy B3IVIAJIOB Ha
npobiemy obecrieueHnss 0€30MacHOCTA TEPCOHATBHBIX JAaHHBIX U TPEJCTABISET COOOM
CUCTEMAaTU3UPOBAHHOE H3JIOKECHHE IIeJIe M 3aJad 3alluThl, KaK OJHO WJU HECKOJBKO
npaBuil, MPOLENYp, MPAKTUYECKUX TMPUEMOB W PYKOBOISUIMX MPUHIMIOB B 00JacTU
nH(pOpMallMOHHON Oe3omacHOCTH, KoTopbiMU pykoBozcTByeTcss 'AYK BO «Oo6nactaoi

HCHTp HapOJHOT'O TBOPUYCCTBA» B CBOEH ACATCIIBHOCTHU, 4 TAK)XKC OCHOBHBLIX ITPHHIMIIOB
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MOCTPOCHUS, OPTraHU3alMOHHBIX, TEXHOJOTMYECKUX M  MPOLEAYPHBIX  aCIEKTOB
obecrieueHnst 6€30MaCHOCTH IMEPCOHATBHBIX JTAHHBIX.

3akoHOo#aTenbHOM OCHOBOM Hactosimed Ilomutuku sBustorcss  KoHcTuTynus
Poccuiickoit ®enepanuu; TpynoBoit koaexc Poccuiickoir ®enepanuu (DenepaibHblil
3akoH OT 30.12.2001r. Nel97-®3); I'paxnanckuit kogekc P®; Hamoropeii xkogexc PO;
denepaabHbIN 3aKOH Poccuiickoi denepaunun «O0 WHJIUBUAYAIIBHOM
MEPCOHU(PHUITUPOBAHHOM YYETE B CUCTEME TOCYAAPCTBEHHOTO IIEHCHOHHOTO CTPaXOBaHUS
ot 01.04.1996 Ne 27; TlonoxkeHue 0 3alIUTe MEPCOHANBHBIX JaHHbIX OT 30 nexabps 2013
r. Ne 101; cornacue Ha 00pabOTKy NMEPCOHATBHBIX JaHHBIX;
cT. 6 denepanpHoro 3akoHa ot 27.07.2006 r. Ne 152-03 «O nepcOHAIBHBIX JaHHBIX;
cT. cr. 85-90 Tpynosoro koaekca Poccuiickoit deneparnuu (DegepanbHOrO 3aKOH OT
30.12.2001r. Ne 197-®3)DenepansusimM 3akoHOM 0T 02.05200 6r. Ne 59-D3 «O nopsiake
paccMoTpeHust obparieHus rpaxiaan Poccuiickoit Deneparumny», denepalbHbIM 3aKOHOM
Poccuiickoit ®epepanun o 09.10.1992 1.Ne 3612-1 «OcCHOBBI 3aKOHOJATEIHCTBA
Poccuiickoit  denepannt 0  KyabType» (C  HU3MEHEHUSIMU U JIOTIOJHEHUSIMU),
nmocraHoBiieHneM ['ybGepnaropa obmactu ot 16.05.2011 Ne 466 «O co3ganuu
rOCYJIapCTBEHHBIX OIOJKETHBIX YUPEKACHUN KYJIbTYpPhl U TOCYIapCTBEHHBIX OFOIKETHBIX
o0Opa3oBaTeNbHBIX YUpexkACHUHN B chepe KyIbTypbl Biagumupckoit o01acTm.

Hcnonb30BaHWE [aHHOW TOJUTUKM B KA4€CTBE OCHOBBI JUISi TOCTPOCHUS
KOMIUIEKCHOM CHCTeMBbl HMH(OPMAllMOHHOW 0€30MacHOCTH TMEPCOHATBHBIX JTaHHBIX
I'AYKK BO «O6nacthoit LleHTp HapoIHOTO TBOpYECTBa» MO3BOJIUT ONTUMHU3UPOBATH
3aTpaThl HA €€ MOCTPOCHUE.

[Ipu pazpaborke [lOJUTUKK YYUTHIBAIMUCh OCHOBHBIE TPUHIIUIBI  CO3/IaHUS
KOMILJIEKCHBIX CHCTEM, oOOecreueHne Oe30macHOCTH WH(OpMAIuu, XapaKTePUCTUKHA WU
BO3MOXHOCTH OPraHU3aIl[MOHHO-TEXHUYECKUX METOJ0B M COBPEMEHHBIX almnapaTHo-
MPOTPAaMMHBIX  CPEIACTB  3allUThl W  TMPOTUBOJCWUCTBHSI yrpo3aM 0O€30MacHOCTU
uH(popmaIuu.

OcHoBHble mnonoXkeHus: [lonmutuku 0a3upyroTCsl Ha KaueCTBEHHOM OCMBICICHUU

BOIIPOCOB 0e301acHOCTH I/IHqJOPMaI_II/II/I N HC 3aTparvuBarOT BOIIPOCOB 3KOHOMHYCCKOTIO
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(KOTMYECTBEHHOI'0) aHaJIW3a PUCKOB M OOOCHOBAaHUS HEOOXOIMMBIX 3aTpaT Ha 3alluTy

uH(bOpMaIny.

1. OBBEKTHBI 3ALIUTBI

OCHOBHBIMU O0BEKTaMU CHUCTEMBI 0€30IIaCHOCTU MEPCOHAIbHBIX AaHHBIX B [TAYK
BO «Ob6nacTtHol LleHTp HapogHOrO TBOPUYECTBAY ABIISIOTCS:

—  uH(pOpMAaIMOHHBIE pecypcbl C OrpaHU4YECHHBIM JOCTYIIOM,
coJiep KalllienepCcoOHaIbHbIE JaHHbBIE;

— mporecchl 00pabOTKU NMEPCOHAIBHBIX JaHHBIX B MH(POPMAIMOHHON CUCTEME
nepcoHasibHbIX JaHHbIX ['AYK BO «OOnactHoit LleHTp HapoAaHOro TBOPYECTBAY,
MH()OpPMAIMOHHBIE TEXHOJIOTUH, PETJIAMEHTBI U MPOLEAYPhI cOOpa, 00padOTKU, XpaHEHUs
U nepefaud MHQOpMalMM, NepCcoHal pa3paOOTUMKOB U TOJIb30BATENIEH CHCTEMBI U €€
00CITyKUBAIOUTUIA MTEPCOHAT;

—  uH(OpMalnMoHHas HMH(PACTPYKTypa, BKIIOYAONIAs CHUCTEMbl OOpabOTKU U
aHanu3a uHpOpMaIMK, TEXHUIECKHE U TPOrPaMMHBIE CPEICTBA €€ 00padOTKH, Tepeiavu
1 0TOOpa)X€HUsl, B TOM YHUCJI€ KaHallbl MH()OPMAIMOHHOTO OOMEHA U TE€JIEKOMMYHUKALIUH,
CUCTEMbl M CpEICTBA 3aIlMThl MHPOpMALMH, OOBEKTHl U TOMELIECHUS, B KOTOPBIX

PaCIOJIOKEHBI TEXHUYECKUE CPEJICTBA 00paOOTKH MEPCOHATBHBIX JTAHHBIX.

2. HEJIN U 3AZTAYN OBECIIEYHEHUM A BE3OITACHOCTH
IHNEPCOHAJIBHBIX TAHHBIX

3.1.uTepecsl 3aTparuBaeMblXx CYyOBEKTOB HHGOPMAIMOHHBIX OTHOIIEHUCyObeKkTaMu
MH(GOPMALIMOHHBIX OTHOILICHHUM MpH oOecreueHuu 0e30MacCHOCTH MEPCOHANBHBIX JaHHBIX
I'AVYK BO «O6nactHoi LleHTp HapogHOTO TBOPYECTBAY SBIISIIOTCS:

— T'AYK BO «O6nactaoii IleHTp HapogHOTO TBOpPYECTBa»», Kak COOCTBEHHUK
UH()OPMAITMOHHBIX PECYPCOB;

— pykoBoactBo u coTpyaHukul AYK BO «O6nactHoii LlenTp HapomHoro

TBOPUYCCTBA», B COOTBETCTBHH C BO3JIOKCHHBIMH Ha HUX (i)YHKIII/I}IMI/I;



3)

—  (Qusnueckue mna  (TpakgaHe), IMEpPCOHAJbHbIE  JITAaHHBIE  KOTOPBIX
HAKaIJIMBAIOTCS, XpaHATCS U oOpabaThiBaloTCs B HMH(DOPMAIIMOHHOW  CHUCTEME
nepcoHanbHbIX JaHHBIX [TAYK BO «O06nactHoii LleHTp HapoJHOTO TBOPUYECTBAY.

[lepeunciienHble CyObEKTHI MH(DPOPMAIIMOHHBIX OTHOIIEHUI 3aMHTEPECOBAHBI B
o0ecreyeHunu:

—  CBOEBPEMEHHOTO JOCTyINa K HEOOXOJAMMBIM MM MEPCOHAIBHBIM JaHHBIM (MX
JIOCTYITHOCTH);

—  JIOCTOBEPHOCTH  (IIOJHOTHI, = TOYHOCTH,  aJE€KBAaTHOCTH,  IIE€JIOCTHOCTH)
MEPCOHAJIbHBIX TAHHBIX;

—  KOH(MUIECHIHATHLHOCTH (COXpaHEHHUS B TAMHE) MEPCOHABHBIX JTAHHBIX;

—  3alUThl OT HAaBS3bIBAHUS UMM JIOKHBIX (HEIOCTOBEPHBIX, MCKAKCHHbIX)
MEePCOHABHBIX TAHHBIX;

—  pa3rpaHUY€HUs] OTBETCTBEHHOCTH 3a HapyIIeHUSI HMX TMpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBUJI 0OpaIeHUs C IEPCOHATBLHBIMU IAHHBIMU;

—  BO3MOXHOCTH OCYILECTBJICHHS] HENPEPHIBHOTO KOHTPOJIS M  YIpaBIEHUs
npoleccamu 00padOTKU U NIEPEeIaur MEPCOHABHBIX JJAHHBIX;

—  3alIUThI IEPCOHANIBHBIX JAHHBIX OT HE3aKOHHOT'O PAaCIPOCTPAHEHUS.

3.1.10enu 3anuTh

OCHOBHOI 1€/Ibl0, HAa JOCTH)KEHHE KOTOPOW HaIpaBi€Hbl BCE IOJOKEHUS
Hacrosimiert [lonmuTuku, sBiseTcss 3ammra CyOBEKTOB WH(MOPMAIIMOHHBIX OTHOIICHUN
I'AYK BO «O6nactHoi#i LleHTp HapogHOro TBOpYECTBa» OT BO3MOKHOTO HAHECEHUS UM
MaTepUaIbHOTO, (PU3MUECKOr0, MOPAJIBHOTO WM HMHOro ymepbda, MOCpPeaCcTBOM
CIy4alHOTO WJIA TPEJHAMEPEHHOrO0 BO3JEHCTBUSI HA TMEPCOHAIbHBIE [aHHBIC, HX
HOCHUTEJIH, TTPOIIECChl 00PabOTKHU U TIepeadHu.

VYkazaHHasi 1LeJdb JIOCTHTaeTCsl IMOCPEICTBOM OOECleueHUuss U TMOCTOSITHHOTO
MO/JIep KaHMs CIEIYIOUUX CBOMCTB NEPCOHATIBHBIX JaHHBIX:

—  JIOCTYIHOCTH TEPCOHAIbHBIX JIAaHHBIX [UJIS JIETAJIbHBIX IOJIb30BaTeNeh
(ycroitunBoro (yHknuonupoBanus nHpopManuonHoi cuctembl 'AYK BO «O6nactaol

HCHTp HapOaAHOTO TBOPYECTBA», IIPpU KOTOPOM II0JB30BATCIM HMCEIOT BO3MOXKXHOCTDH
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MOJy4YeHUsI HEOOXOIUMBIX MEPCOHANBHBIX [AaHHBIX W PE3yJbTAaTOB pEUICHHs 3a7ad 3a
MIPUEMIIEMOE ISl HUX BpEMs);

—  IEJOCTHOCTH U ayTEHTUYHOCTH (MOJTBEPKICHHE aBTOPCTBA) MEPCOHAIBHBIX
JAHHBIX, XPaHUMbBIX U 00pabaThiBa€MbIX B HHPOPMALIMOHHOW CHCTEME U Iepe/laBacMoi
M0 KaHaJlaM CBSI3HU;

—  KOH(MUIEHUMATBLHOCTH - COXPaHEHHs B TalHE ONpEIeJIEHHON YacTu
NEPCOHANBHBIX JaHHBIX, XpPaHUMBIX, 00pabaThIBa€MbIX MU TEPEIaBaEMbIX MO KaHaJlaM
CBSI3H.

HeoOxoaumblii  ypoBEHb JOCTYHMHOCTH, LEJIOCTHOCTH U KOH(UIEHIUAIBHOCTH
MEPCOHANBHBIX JAHHBIX O00ECIEeYHBACTCSI COOTBETCTBYIOIIMMU MHOXKECTBY 3HAYUMBIX
yIrpo3 METOAAMH U CPEJICTBAMH.

2.1. OcHOBHBIE 3aJja4l CHUCTEMbl OOecreueHusi Oe30MACHOCTH IEePCOHAIbHBIX
JTAHHBIX

JUis TOCTHKEHUs] OCHOBHOM WENM 3alllUThl U OOECHEYEHHs YKa3aHHBIX CBOICTB
MEePCOHANIBHBIX JIAHHBIX cHcTeMa oOecnieueHus mHpopmarmonnoi 6e3zonacHoct 'AYK
BO «O6GnactHo#t IleHTp HapoaHOrO TBOpPYECTBa» AOJKHA oOecrneuuBaTh 3PGHEKTUBHOE
pelleHre CIEAYIOIUX 3a1ay:

—  CBOEBPEMEHHOE BBISIBJICHHE, OIICHKA W MPOTHO3MPOBAHHE HMCTOYHHUKOB YIPO3
nH(POPMAIIMOHHON 0€30MacHOCTH, MPUYMH M YCIOBHUM, CIMOCOOCTBYIOIIUX HaHECCHUIO
yiiepba 3aMHTEPECOBAHHBIM CYOBEKTaM HH(POPMAIIMOHHBIX OTHOIICHHWH, HapyIICHUIO
HOpMaJIbHOTO (yHKIHOHUpOoBaHUs MHPopMannoHHO# cuctembl ['TAYK BO «Oo6nactHoit
LleHTp HAPOAHOTO TBOPUYECTBAN Y,

—  CO3JIaHUE MEXaHM3Ma OIEepPAaTUBHOTO PearupoBaHUSl HAa Yrpo3bl OE30MaCHOCTH
nH(OpMAIMU ¥ HETaTUBHBIC TEHICHITUY;

—  CO3JIaHUE YCJOBHWM IJIi MUHUMHU3AIMU U JIOKAJM3allMd HAaHOCHMOTO yiepoa
HEMIPAaBOMEPHBIMU  JCUCTBUSAMU (U3MYECKUX W IOPUAWYECKHX JIWIl, OCJa0JIeHHue
HETaTUBHOTO BJMSHUS W JUKBUJAIMS TOCJICACTBUNA HApyIICHUS OE30MacHOCTH
uHopManuy;

—  3aIIUTy OT BMEIIATENIbCTBA B Mpoliecc (GyHKIMOHUPOBAHUS UH(DOPMALIMOHHON

cuctembl 'TAYK BO «Oo6nactHoit lleHTp HapoAgHOTro TBOpPYECTBA» MOCTOPOHHUX JIHII
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(moctyn ¥ WHGOPMAIIMOHHBIM pecypcaM JOHKHBI UMETh TOJIBKO 3apETHCTPUPOBAHHBIC B
YCTaHOBJICHHOM IOPSIIKE TIOJIb30BATEINH );

—  pa3rpaHUY€HHUE JOCTyMa IOojb30Bareiei K MHGOPMAIIMOHHBIM, annapaTHbIM,
nporpaMmHbiM U uHbIM pecypcam ['AYK BO «Ob6nactnoit llentp HapoaHoro
TBOPYECTBa»(BO3MOKHOCTh JOCTYIA TOJBKO K TEM PECypcaM M BBIIOJHEHUS TOJBKO TEX
orepanuidl ¢ HUMH, KOTOpbIe HEOOXOAMMbI KOHKPETHBIM MOJIb30BATEISIM JJIs1 BBITIOJHEHUS
CBOMX CIIY>K€OHBIX 00S3aHHOCTEH1), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

— o0ecrieyeHue  ayTeHTU(UKAUMU  [OJIB30BATENE,  Y4YacTBYIOLIMX B
uH(OpMaIMOHHOM OOMeHe (MOATBEPKJECHUE TMOMJIUHHOCTU OTHPABUTENSI M TOJIydaTess
uH(popmanun);

—  3al0UTy OT HECAaHKIHMOHHWPOBAHHOM MOAM(PUKALMM  HMCHOJb3YEMBIX B
undopmarmonnoii cucreMe ['AVK BO «Ob6nactaoii LleHTp HapoaHOro TBOpYECTBa»
MIPOTrPaMMHBIX CPEJCTB, a TAKKE 3AIIUTY CUCTEMbI OT BHEAPEHUS HECAHKIIMOHUPOBAHHBIX

IIporpamMm, BKJIIO4Yas KOMIIbIOTCPHBIC BUPYCHI;

3amuTy HMHGOPMAIMK  OTPAaHUYEHHOTO  TMOJB30BaHUA OT YTEUKH  TIO0
TEXHUYECKMM KaHaJlaM Ipu ee 00paboTKe, XpaHEHUH U Nepeaaye Mo KaHajaaM CBS3H.
3.2.OCHOBHBIE ITyTH PEHICHUS 3a/1a4 CUCTEMBbI 3aIUTHI

[TocTaBieHHBIE OCHOBHBIE L€ 3AIIUTHI U PEIICHUE IEPEYMCICHHBIX BBILIE 3a]1a4
JOCTUTAIOTCSL:

—  CTPOTHMM YY€TOM BCE€X MOJUIekKAIIMX 3alUTe PECypcoB HH(OPMALMOHHON
cuctembl 'AYK BO «O6nacthoit Ilentp Hapomnoro TBopuecTBa(uH(pOpManuu, 3aaad,
JOKYMEHTOB, KaHAJIOB CBSI3U, CEPBEPOB, ABTOMATU3UPOBAHHBIX PA0OUUX MECT);

—  KypHaJMpOBaHUEM JEUCTBUN NEpCOHANA, OCYIIECTBISIONIET0 00CTyKUBaHUE
1 MOJAM(PUKAINIO TIPOTPAMMHBIX M TEXHUYECKUX CPEJICTB MHPOPMAIIMOHHON CHCTEMBI;

—  TOJIHOTOM, pea’dbHOM BBHIMOJHUMOCTBIO U HEMPOTUBOPEUMBOCTHIO TPeOOBaHUM
OpraHu3alMOHHO-pacnopsAuTeNbHBIX JTOKyMeHTOB ['AYK BO «O6mnactHoit IleHTp
HApOJIHOTO TBOPUYECTBA» IO BOMPOCAM OOecIieueHus1 0€30MacHOCTH HH(POPMAIIUH;

—  TOATOTOBKOM  JIOJDKHOCTHBIX JIMI[  (COTPYAHMKOB), OTBETCTBEHHBIX 32
OpraHu3allii0 M OCYILIECTBIICHUE MPAKTUYECKUX MEPONPUATUA MO0 O00ECHEUeHHIO

0€30MacHOCTH MEePCOHATBHBIX JAHHBIX U MPOILIECCOB UX 00pabOTKH;
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—  HAQACIIEHHEM  KaXKIOT0  COTpPyAHMKA  (MOJB30BaTeNid)  MUHUMAJIbHO
HEOOXOJAMMBIMHA JIJII  BBIMIOJHEHUS WM CBOMX (DYHKIIMOHAJIBHBIX OO0S3aHHOCTEH
MOJIHOMOYUSMHM TIO0 JOcTyny K uHpopmanroHHbM pecypcam ['TAYK BO «O6GnactHoi
[{eHTp HApOAHOTO TBOPUECTBAY;

— YETKUM 3HAaHUEM M CTPOTUM COOJIOJIEHUEM BCEMH I0JIb30BATEIISIMU
unpopmarmonnon cucrembl 'AYK BO «Ob6nactaoii lleHTp HapogHOro TBOpUYECTBa»
TpeOOBaHUI  OpPraHU3aIlMOHHO-PACHIOPAIUTEIBHBIX  JOKYMEHTOB IO  BOIIpPOCaM
oOecrieueHus: 6€30MacCHOCTH HHPOPMaLIUK;

—  MEpPCOHAJbHOW OTBETCTBEHHOCTHIO 3a CBOM JEHUCTBUS Ka)XIOr0 COTPYIHHKA, B
paMKax CBOMX (DYHKIIMOHAJIBHBIX 00S3aHHOCTEW MMEIOIIETO MOCTYI K WH()OPMAIMOHHBIM
pecypcam 'AYK BO «O6nactHoi LleHTp HapogHOTO TBOPUYECTBAY;

—  HENpPEepbIBHBIM  MOJJIEpKAHUEM HEOOXOAMMOTO YpPOBHA  3alIUIICHHOCTU
anemeHToB uHGpopmarmonHo cpeasl 'AYK BO «Ob6Gnacthoit llentp HapoaHoro
TBOPYECTBAY;

—  TOpuMEHeHHEM (PU3MYECKUX U TEXHUYECKHX (MPOrpaMMHO-aNNapaTHbHIX )
CPEACTB 3aIIUTHI PECYPCOB CUCTEMBI M HENIPEPBIBHOW aJIMUHUCTPATUBHOM MOAAEPHKKON UX
WCTIOJIb30BaHUS,

—  ahdekTuBHBIM KOHTPOJIEM 3a coOJIroIcCHUEM MOJIb30BATEIISIMU
nHpopmarmonHeix pecypcoB 'AYK BO «O6nactHoit LleHTp HapogHOTO TBOpYECTBaY
TpeboBaHMil Mo oOecreyeHnto 0e30MacHOCTH UHPOPMALIHH;

— 1opuaudeckoit 3amutoit uaTEpecoB AYK BO «Ob6mactroit Llentp HapoaHOTO
TBOPYECTBA» TPH B3aMMOJICHCTBUM C BHEITHUMHU OPTraHU3AIMSAMU (CBI3aHHOM C 0OMEHOM
MEePCOHATBLHBIMUA JIAHHBIMH) OT NPOTUBOMPABHBIX JIEUCTBUM, KAaK CO CTOPOHBI 3THUX
OpraHu3allnii, TaK U OT HECAHKIIMOHUPOBAHHBIX JCHCTBUI 00CITY>KUBAIOIIETO IMePCOHAIA U

TPCTbUX JIMII.

3.  OCHOBHBIE TIPUHOMIIBI IOCTPOEHUS CUCTEMBI
BE3OITACHOCTHUIIEPCOHAJIBHBIX TAHHBIX
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[Toctpoenue cuctemsl, obecrieueHus: 0e30macHOCTH nepcoHanbHbIX AaHHbIX [[AYK
BO «O6nacthoit LleHTp HapoAHOro TBOpYECTBa», W €€ (PYHKIMOHUPOBAHUE IOJKHBI
OCYILECTBIISITHCS B COOTBETCTBUU CO CJIECAYIOIIMMU OCHOBHBIMU ITPUHIIUIIAMU:

—  3aKOHHOCTB;

—  CHCTEMHOCTb;

—  KOMIUJIEKCHOCTb;

—  HEINpPEPBHIBHOCTB;

—  CBOEBPEMEHHOCTH;

—  MPEEeMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHMS;

—  pa3yMHasi JOCTaTOUYHOCTh (SKOHOMHYECKas 11€JIECO00Pa3HOCTbD);

—  IEepCOHAaJIbHAsl OTBETCTBEHHOCTD;

—  MMHHUMM3AIMS TIOJTHOMOYNH;

—  HCKJIIOYEHHUE KOH(IIMKTa UHTEPECOB;

—  B3aUMOJICHCTBHE U COTPYIHHYECTBO;

—  TUOKOCTH CHCTEMBI 3aIlUTHI;

—  OTKPBITOCTb aJITOPUTMOB U MEXAHU3MOB 3alUTHI;

—  INPOCTOTa MPUMEHEHMSI CPE/ICTB 3AILUTHL;

—  000CHOBaHHOCTb M TEXHUUYECKAs pEaI3yeMOCTbh;

—  cheuuaiu3ays u npodeccuoHaimsm;

—  0043aTeNbHOCTb KOHTPOJIA.

4.1.3aKOHHOCTD

[Tpenmonaraer oCymiecTBICHHE 3aIIMTHBIX MEPONPUATHI U Pa3pabOTKy CHCTEMBI
6e3zonacHoctn nepcoHanbHbIX AaHHBIX ['AYK BO «Ob6nactaoit ILlentp nHapoaHoro
TBOPYECTBA» B COOTBETCTBUU C JACUCTBYIOIIMM 3aKOHOJATEIbCTBOM B OOJIACTH 3alUThHI
MEPCOHANBHBIX JAaHHBIX, a TaKXKe APYTUX 3aKOHOAATEIHHBIX aKTOB IO 0€30MacHOCTH
uHpopmanun PD, c mpuMeHEeHHMEM BCeX JO3BOJICHHBIX METOJOB OOHApYXCHHUS U
npeceyeHus MpaBoOHAPYIICHUH MpHU paboTe C NEPCOHAIBHBIMU TaHHBIMU. [IpuHATHIE MEpbI
0€30MacHOCTH  MEPCOHANBHBIX JaHHBIX HE JIOJDKHBI MPENSATCTBOBaTh  JOCTYIY

MMPaBOOXPAHUTCIIbHBIX OPraHOB B IIPECAYCMOTPCHHBIX 3dKOHOAATCIILCTBOM ClIydasX.
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Bce monws3oBarenu unbopmarmonHon cuctembl 'AYK BO «Ob6mactroit IleHTp
HapOJHOTO TBOPYECTBA» JOJDKHBI HMMETh NPEACTaBICeHHE 00 OTBETCTBEHHOCTH 3a
IpaBOHAPYIICHHS B 00JaCTH 00pabOTKH MEPCOHANBHBIX TAHHBIX.

4.2.CUCTEeMHOCTD

CucTeMHBIN MOJAX0/] K MOCTPOCHHUIO cucTeMbl 3amuThl nHpopmaimu B TAYK BO
«O06nactHoi LleHTp HApOJHOTO TBOPUECTBA» MPEIOJIAracT yueT BCeX B3aUMOCBSI3aHHBIX,
B3aMMOJICUCTBYIOINX M W3MEHSIONMNXCS BO BPEMEHU 3JIEMEHTOB, YCJIOBHUH U (haKTOPOB,
3HAUUMBIX JUIsI TIOHUMAaHUS M pelIeHus MpoOJjemMbl obecreueHus O0e30macHOCTU
MEePCOHAIBLHBIX TAHHBIX.

[Ipu co3maHuu CUCTEMBI 3alIUTHI JOJDKHBI YUUTHIBATHCA BCE ciiabble U Hanbosee
ysi3BuMbIe MecTa uHpopmarmonno cuctemsl 'AYK BO «O6nactHoii Llentp HapoaHoro
TBOPYECTBA», a TAKXKE XapaKTep, BO3MOXKHbIE OOBEKThl U HAMPABJIICHUSI aTaK Ha HEE CO
CTOPOHBI HapymuTesaei (0COOEHHO BBICOKOKBATU(DHUIIMPOBAHHBIX 3J0YMBIILJICHHUKOB).
CucreMa 3alUThl JI0JKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX H3BECTHBIX KAHAJIOB
MPOHUKHOBEHUS M HECAHKIIMOHUPOBAHHOTO JOCTyNa K WH(OpMalMM, HO U C Y4YE€TOM
BO3MOXHOCTH  TOSIBJICHHSI ~MPUHUUIHAIBHO HOBBIX IMYTEW peald3aludd  yrpo3
0€30MacHOCTH.

4.3.KoMIuieKCHOCTh

KomrmiekcHOe UCTI0JIb30BaHHE METOJ0B U CPEACTB 3aLIUThl KOMIIBIOTEPHBIX CUCTEM
MpenoiaraeT CorjiaCcoBaHHOE NPUMEHEHHE Pa3HOPOJHBIX CPEJCTB MPU IMOCTPOCHUU
LIEJIOCTHON CHUCTEMBI 3alIUThI, IEPEKPHIBAIONIEH BCE CYIIECTBEHHbIEC (3HAUMMBbIE) KaHAIIbI
peanuzaluyd  yrpo3 W HE Ccojepikaileid ciabblXx MECT Ha CThIKaX OTIEJbHBIX €e
KOMIIOHEHTOB. 3aluTa J0JDKHA CTPOUTHCS SIICIOHMPOBAHO. BHEMIHsS 3ammTa J0JKHA
o0ecreunBaThCst PU3NUECKUMH CPEJICTBAMU, OPTAaHU3AIIMOHHBIMYU U TIPABOBBIMHU MEPAMHU.

4.4 HenpepbIBHOCTD 3aILUTHI

ObecrnieueHre 0€30MaCHOCTU MEPCOHANBHBIX JAHHBIX - MPOIIECC, OCYIIECTBIISIEMBIi
pykoBoactBom ['AVK BO  «Ob6nactaoéi  IleHTp  HapoJHOTO  TBOpPUYECTBAY,
aMUHUCTpaTopaMu 0e30MacHOCTU WMH()OPMAIMOHHOW CHUCTEMBbl U COTPYAHUKAMU BCEX
YpOBHEH. DTO HE TOJBKO U HE CTOJBKO TMpOIEAypa WIM TMOJUTHUKA, KOTOopas

OCYIICCTBIIACTCA B OHpeﬂCHeHHbIﬁ OTPE30K BPEMCHHU HUJIM COBOKYITHOCTb CPCACTB 3alllUThI,
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CKOJIBKO IIPOLIECC, KOTOPBII JOHKEH MMOCTOSIHHO MIITH Ha BeexX ypoBHAX BHyTpu 'TAYK BO
«O6nactHoit llenTp HapomHoro TBopuecTBa» U Kaxneli corpynauk ['AYK BO
«O6nactHoil LleHTp HaApoOAHOrO TBOPYECTBa»» MJOJDKEH INPUHUMATh Y4acTHE B 3TOM
nporecce. JlesaTenpbHOCTh 10 OOecTieueHN0 MHGOPMAIMOHHONH O€30MacHOCTH SIBIISETCS
COCTaBHOM YacThio moBceaHeBHOM aestenbHocTH [TAVK BO «O6nactHoit IleHTp
HapoaHoro TBopuecTBa». 1 ee adpdexTruBHOCTH 3aBUCUT OT yuacTusi pykoBojcTtBa 'TAYK
BO «Ob6nactHoii LlenTp HapogHOro TBOpUYECTBa» B oOecmedeHHHd WHGOPMAIMOHHON
0€30MacCHOCTH MEPCOHATbHBIX JaHHBIX.

Kpome Toro, OONBIIMHCTBY (PU3MYECKHX M TEXHHUYECKUX CPEICTB 3aIIUTHI IS
3¢ (PEKTUBHOTO BBHIMOIHEHUS CBOUX (PYHKIMI HE0OX0AMMa OCTOSIHHAS OpraHU3alluOHHAs
(aIMUHUCTpaTUBHAs) MOAJEP)KKA (CBOEBpEMEHHasi CMEHa M 00ecleyeHHe MPaBUIbHOIO
XpaHEHHs] W TPUMEHEHUS HMEH, MapoJied, MepeornpeaesieHue MOJIHOMOYMA U T.II.).
[lepepriBbl B paboTe CPEACTB 3aLIUTHl MOTYT OBITH HCIIOJIB30BAHBI 3JI0YMBIIIJICHHUKAMU
JUIsL AaHAJIU3a MPUMEHSEMBIX METOJOB U CPEICTB 3allUTHI, I BHEAPECHUS CIIEHUAIbHBIX
IIPOTPAMMHBIX U aIlIAPATHBIX ''3aKJIAJ0K" U IPYTUX CPEACTB MPEOAOJICHHS 3alUTHI.

4.5.CBOEBPEMEHHOCTD

[Ipeanonaraer ynpexaarOUNMi XapakTep Mep oOecnedeHuss 0e301MacHOCTH
IIEPCOHAJIBHBIX JAaHHBIX, TO €CTh IIOCTAHOBKY 3a/Jad M0 KOMIUIEKCHOM 3alluTe
NEPCOHANBHBIX JAHHBIX U pealu3aliio Mep odecreueHus: 0€30IacHOCTH MEPCOHATBHBIX
JAHHBIX Ha PAaHHUX CTaJAMIX pa3pabOTKU MH(DPOPMALMOHHBIX CUCTEM B IIEJIOM U UX CUCTEM
3aIUTHI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alllUThl AOJKHA BECTHUCH MapajulesIbHO C pa3pabOTKoOW U
pa3BUTHEM CcaMOW 3aluiaeMol WH(OOPMAIIMOHHOW CHUCTEMBI. DTO TO3BOJUT YYECTh
TpeOoBaHUsI 0€30MaCHOCTU TMPHU NMPOCKTUPOBAHUHM APXUTEKTYpPbl U, B KOHEYHOM CUETE,
co3nath Oosee 3 PexTuBHbBIE (KaK MO 3aTpaTaM PeCcypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
o0Jaiaronue 10CTaTOYHbBIM YPOBHEM 3aIIUIIEHHOCTH.

4.6.11peeMCTBEHHOCTh U COBEPILICHCTBOBAHUE

[Ipeamonaraer NOCTOSHHOE COBEPIIEHCTBOBAHME MEP U CPEICTB  3aIUTHI

MIEPCOHAJIBHBIX JIaHHBIX HA OCHOBE IPEEMCTBEHHOCTH OPraHU3al[MOHHBIX U TEXHHUYECKHUX

pElIeHui, KaApOBOTro COCTaBa, aHaIM3a GYHKIMOHUPOBAHUS MHGOPMAIITMOHHONW CHCTEMBbI
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['AYK BO «O6mnactHo#t LleHTp HapOJHOr0 TBOPUECTBAa» M CUCTEMBI €€ 3aLIUThI C YUYETOM
M3MEHEHUN B METOJax M CPEeACTBax mepexnara WH(OpMAaLMK, HOPMATUBHBIX TPeOOBaHUIA
0 3aIIUTEe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOTO OIbITa B ATOU 00JIaCTH.
4.7.PazyMHasi JOCTaTOYHOCTb (PKOHOMUYECKAs 11eIeCO00Pa3HOCTB)

[Ipeamonaraer COOTBETCTBUE YPOBHS 3arpaT Ha oOecreueHrne Oe30MacHOCTH
NEPCOHATBHBIX JAHHBIX [IEHHOCTU MH(GOPMAIIMOHHBIX PECYPCOB U BETUYMHE BO3MOKHOTO
ymepba OT HX pas[yalmieHus, yTpaTbl, YTEUKH, YHUYTOXKEHUS U HMCKAKCHUS.
Hcnonb3yemple Mepbl W cpeacTBa obecnedeHuss Oe30MacHOCTH  HMH()OPMAMOHHBIX
pECypcoB HE€ JOJDKHBI 3aMETHO YXYAIIATh SPrOHOMUYECKHME TOKazaTreld paboThl
KOMIIOHEHTOB HH(popmanroHHoi cuctembl AYK BO «O6nactHoii LlenTp HapoaHoro
TBOpuecTBa».  M3numHue  Meppl  0€30HaCHOCTH,  OMHUMO  3KOHOMHYECKON
He?()PEKTUBHOCTH, MPUBOJIAT K YTOMIICHHIO M Pa3Apa)KEHUIO IEPCOHAIA.

Co3natb aOCOJIOTHO  HENPEOAONIMMYIO CHUCTEMY  3allUThl  NPUHIMIIHAIBLHO
HEBO3MOXHO. [loka mepcoHasibHBIE JaHHBIE HAaXOAATCS B OOpalleHUH, NPUHUMAEMbIe
MepBbl MOTYT TOJIBKO CHH3UTh BEPOSITHOCTh HETATUBHBIX BO3ACHCTBHIA MM yIIepO OT HHUX,
HO HE MCKIIIOYHTH MX IOJHOCTHIO. IIpH 1HOCTaTOYHOM KOJMYECTBE BPEMEHH M CPEICTB
BO3MOXKHO TMpEOA0JeTh IOyt 3amuty. [loaToMy wuMmeeT cMbIca paccMaTpuBaTh
HEKOTOPBIN MpPHEMIJIEMBIM YpOBEHb oOecriedeHus Oe30rmacHOCTH. BricokoaddexTuBHas
CUCTEMa 3alIUThl CTOMT JOPOT0, UCIOIb3YET MpU padoTe CYIIECTBEHHYIO YaCTh PECYpPCOB
U MOXET CO3/1aBaTh OIIYTUMBIE JOMOJHUTEIbHbIE HEYNOOCTBAa MOIb30BaTENsIM. BaxHO
NPaBWIBHO BBIOPATh TOT JOCTATOYHBIM YPOBEHb 3allUThI, IPU KOTOPOM 3aTpaThl, PUCK U
pasmep BO3MOXKHOTO yiiepoa ObLIu Obl MPUEMIIEMBIMHU.

4.8.IlepcoHanbHasi OTBETCTBEHHOCTh

[Ipenmonaraer BO3JIOKEHHWE OTBETCTBEHHOCTH 3a o0ecredeHrne Oe30MacHOCTH
MEPCOHAJIBHBIX JAHHBIX U CUCTEMbI MX O00pabOTKH Ha KaXXIIOro COTpPYJIHHKa B Mpeaenax
€ro TMOJHOMOYMHA. B COOTBETCTBMM C 3THM NPHUHILMIIOM paCIpeleieHue IMpaB U
00SI3aHHOCTEW COTPYJHUKOB CTPOUTCS TakKuUM o0pa3oMm, 4TOOBl B cCiy4ae Jt000To
HapyUIEHUsI KPYT BUHOBHUKOB ObLJI YETKO M3BECTEH WM CBEIEH K MUHUMYMY.

4.9 MuHuMur3anusa noJIHOMOYHI
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O3HayaeT MpPeNOCTaBICHUE TMOJb30BATENSIM MHUHUMAJIBHBIX IIpaB JOCTyna B
COOTBETCTBUM CO CIYKE€OHOM HEeoOXOoAMMOCThIO. JloCTynl K MEpCOHANIbHBIM JIAHHBIM
JOJKEH TPENOCTaBISAThCA TOJIBKO B TOM cCiydae M OOBEME, €CIM 3TO HEe0OXOAUMO
COTPYJIHUKY JIJISl BBITIOJIHEHHUS €r0 JOKHOCTHBIX 0053aHHOCTEH.

4.10.UckmroueHne KOHMIUKTa HHTEPECOB (pa3aeneHue QyHKIUH)

O¢ddextuBHas  cucrema  obecrieueHHs ~ UHPOPMAIMOHHOM  OE30MaCHOCTH
MpeJoiaraeT 4YeTKoe pasJiesieHne 00s13aHHOCTEH COTPYAHUKOB U UCKIIIOUEHUE CUTYalUH,
Korjna cepa OTBETCTBEHHOCTH COTPYAHHMKOB JOIMycKaeT KOHQJIUKT uHTepecoB. Cdepbl
MOTCHITUATBHBIX KOH(IMKTOB JODKHBI BBISBISATHCS, MUHAUMHU3UPOBATHCS, WU HAXOIUTCS
MOJI CTPOTMM HE3aBUCUMBIM KOHTpOJieM. Peann3anus 1aHHOTO MPUHIUIIA TPEIoaraer,
YTO HE OJIUH COTPYJHUK HE JOJIKEH UMETh MOJTHOMOYMMA, TO3BOJISIIOIINX EMY €TUHOJINYHO
OCYIIECTBIISITh  BBIMIOJIHEHUWE  KPUTHYHBIX  omnepamuid. Hamenenne  coTpyIHHKOB
MOJIHOMOYMSAMH, TOPOXKIAIOIIUMU KOH(JIMUKT HHTEPECOB, JaeT €My BO3MOXXHOCTh
MO/ITACOBBIBATh MH(OPMAIUIO B KOPBICTHBIX IESIX UM C TEM, YTOOBI CKPBITh TIPOOIEMBI
WIA TIOHECEHHBbIE YOBITKU. J[71s1 CHIDKEHHWs pHCKAa MaHUMMYJIHMPOBAHUS IMEPCOHATHHBIMHU
JAHHBIMH M PUCKA XUIICHUS, TAKUE TOJHOMOYHMS JTOJDKHBI B MAKCHMAJIbHO BO3MOYKHOU
cTeneHu ObITh paszzeneHbl Mexay paznuuHbiMu coTpyaHukamu ['AYK BO «O6nactHoi
Lentp HapogHoro TtBOpuecTBa». HeoOXoauMO MPOBOAUTH MEPUOAUYECKUE IPOBEPKU
o0si3aHHOCTEeHM, (PYHKUMH W JESITENIbHOCTH COTPYIHUKOB, BBINOJHSIOUIMX KIIIOUEBbIE
byHKIIMM, € TeM, YTOOBl OHU HE HMEIH BO3MOXKHOCTH CKPBIBaTh COBEpIICHHUE
HENpaBOMEpHbIX JeicTBui. KpoMe Toro, He00X01MMO NPUHUMATh CHEIHAIbHBIE MEPHI 10
HEJOMYIIEHUIO CTOBOPA MEXKAY COTPYTHUKAMHU.

4.11.B3zaumoecTBUE U COTPYTHUYECTBO

[Ipenmonaraer coszmanue OnarompusitHOW atmocdepsl B koiuiektuBe ['TAYK BO
«Ob6nactHoit LlenTp HapogHOTO TBOpYECTBa». B Takoil 00CTaHOBKE COTPYIHUKHU JOJKHBI
OCO3HAaHHO COOJII0JaTh YCTAHOBJICHHBIE NPAaBUJIa U OKa3bIBAaTh COJCHCTBHUE NEATEIbHOCTH
aJIMMHHCTPATOPOB 0€30MaCHOCTH UH(POPMALIMOHHOM CUCTEMBI IEPCOHAIBHBIX JaHHBIX.

Baxnbim  snemMeHTOM 3¢ @dEKTUBHON cHUcTeMbl oOecrnieueHus: 0e30MacHOCTH
nepcoHanbHbiX AaHHBIX B [TAVK BO «OOnactHoit LleHTp HapogHOro TBOpYECTBa»

SBJISIETCS BBICOKas KyinbTypa pabotel ¢ wuHbopmanuenn. PykoBoactso ['AVK BO
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«O6nactuoit [leHTp HApPOTHOTO TBOPYECTBA» HECET OTBETCTBEHHOCTh 3a CTPOTOe
COOIO/IEHNE DJTUYECKHMX HOPM H CTaHAAPTOB MPOHEeCCHOHATBLHON JeATEIbHOCTH,
NOJAYEPKUBAONIEH M JEMOHCTPUPYIOIIEH MEPCOHANy HAa BCEX YPOBHSIX BAXKHOCTH
obecrieuenus wHGopmanronHoi Oe3omacHocth ['TAYK BO «Ob6mactaori  Ilentp
HapogHoro TBopuecTBa» . Bece corpynnuku 'TAYK BO «O6nactaoit LlenTp HapomHoro
TBOPYECTBA» JOJIKHBI TIOHUMATh CBOIO POJIb B Ipoliecce obecrieueHusi HHPOPMaMOHHOM
0€30MacHOCTH W MPUHUMATh YY9acTHE B 3TOM Iporecce. HecMoTps Ha TO, 9YTO BBICOKas
KyJabTypa  oOecrieueHus  HUHPOpPMAIMOHHOM  O€30MAaCHOCTH  HE  TapaHTUpPYET
aBTOMATUYECKOT0 JOCTHUKEHUS LIETIEH, €€ OTCYTCTBUE CO3AAET OOJIbIIE BO3MOKHOCTEN AJIs
HapyleHus 0€30MacCHOCTH WA He OOHAPYKEHHS (PaKTOB €€ HapyLICHUS.
4.12.I'uOKOCTH CUCTEMBI 3aIUTHI

Cuctema obecrnieueHuss UHGOPMAIMOHHON 0€30MacHOCTH JOJKHA OBITH CIOCOOHA
pearupoBaTh Ha W3MEHEHHMs BHEIIHEH cpeapl U ycioBuil ocyuectBieHuss I'TAYK BO
«O6nactHoil LleHTp HapoOAHOrO TBOPUYECTBAa» CBOEW JAEATENBHOCTU. B umcino Takux
W3MEHEHUHN BXOIAT:

—  W3MEHEHHS OpraHu3arMmoHHON u mTaTHou cTpykTypsl [[AVK BO «O06nacTtHoi
LleHnTp HApOAHOTO TBOPUECTBAY

—  H3MEHEHHME CYIIECTBYIOUIUMX WJIM BHEAPEHUE MNPUHIUIHAIBHO HOBBIX
UH()OPMAITMOHHBIX CUCTEM;

—  HOBbBIE€ TEXHUYECKHUE CPEACTBA.

CBOICTBO THOKOCTHM CHCTEMBI oOecrieueHus HHGOPMAIMOHHONW Oe30MacHOCTH
n30aBIseT B TAaKUX CUTYalMsIX OT HEOOXOJAMMOCTH TPHUHSATUS KapAWHAIBHBIX MEp IO
MOJIHOM 3aMEHE CPEeJCTB M METOJIOB 3allUThl HAa HOBBIE, YTO CHIDKACT €€ OOIIyIo
CTOUMOCT.

4.13.OTKpBHITOCTh aITOPUTMOB ¥ MEXaHU3MOB 3aIUTHI

CyTb NpUHIUIIA OTKPBITOCTA AJITOPUTMOB U MEXAHU3MOB 3allIUThl COCTOUT B TOM,
YTO 3allUTa HE JOJDKHA OOECIEeUYMBATHCS TOJBKO 3a CYET CEKPETHOCTH CTPYKTYPHOUH
OpraHW3allMd W AJITOPUTMOB (PYHKIIMOHUPOBAHMS €€ TOJCHCTEM. 3HAHUE aJTOPUTMOB

pa6OTBI CUCTEMbI 3alllUTbl HC AOOJDKHO JaBaTb BO3MOXXHOCTH €€ IIPCOAOJICHUA (,Z[a}KC
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aBTOopam). JTO, OJIHAKO, HE O3HAYaeT, yTo MH(pOpMalus 00 HCIOIb3yEeMbIX CUCTEMaX U
MEXaHU3Max 3alUThI T0JKHA OBITh OOIIEIOCTYIIHA.
4.14.I1IpocToTa MpUMEHEHUS CPEJICTB 3aIIUThHI

MexaHu3Mbl U METOJIBI 3AIIUTHI JOJDKHBI ObITh HHTYUTHBHO TOHSTHBI U MPOCTHI B
UCroJib30BaHuu. [IprMeHeHne cpecTB U METOAOB 3alIUThl HE JOJKHO OBITH CBS3aHO CO
3HAHUEM CHEIHUAIbHBIX S3bIKOB WMJIM C BBIIIOJIHEHHEM JIEUCTBHUM, TpeOYIOMMX
3HAYUTEIbHBIX JOTOJTHUTENBHBIX Tpyao3aTpar npu OOBIYHOI pabore
3aperuCTPUPOBAHHBIX IOJIb30BATENEH, a TAKXKE HE JIOJDKHO TpeOOBaTh OT IMOJIb30BATENS
BBITIOJTHEHHSI PyTUHHBIX MAJOMOHATHBIX €My OTepalnii.

4.15.000CHOBaHHOCTh M TEXHUYECKAS PEATU3YEMOCTb

HNHpopMalinoHHbIE TEXHOJIOTMH, TEXHUYECKHE U IPOIPaMMHBIE CPEACTBA, CPEJCTBA
Y MEpbI 3alIUThl NEPCOHAIBHBIX JAHHBIX JTOJDKHBI OBITh PEaTn30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHS HAYKH U TEXHUKU, 0OOCHOBAHbI C TOUKHU 3PEHUS JOCTHXKEHUS 3a/1aHHOTO
YpOBHSI 0€30MACHOCTH HMH(OpPMAIMM M SKOHOMHYECKOM LEeNecoOOpa3HOCTH, a TaKxkKe
JOJIKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpPMaMm M TpPeOOBAHMSIM IO OE30MACHOCTH
NEPCOHANIBHBIX JaHHBIX.

4.16.Crienianu3anusi ¥ mpoeCcCHOHATN3M

[Tpenmnonaraer npuBieYeHHE K pa3padOTKE CPEICTB M peau3aldyd MEp 3allUThI
NEPCOHANBHBIX JAHHBIX CHEIHATU3UPOBAHHBIX OpraHU3aluii, Harboiee MOArOTOBICHHBIX
K KOHKPETHOMY BUJY JAESITENBHOCTU MO O0ECHeYeHUI0 0e30MacHOCTH MH(POPMALMOHHBIX
pPECYPCOB, UMEIOUIMX OMBIT MPAKTHUYECKOH pabOThl U TOCYAApCTBEHHYIO JUICH3UIO Ha
MpaBoO OKa3aHUs yCIAyr B JToM oOnactu. Peanusanusi aiMUHHCTPATUBHBIX Mep H
AKCIUTyaTallsi  CPEACTB  3alMThl  JOJDKHA  OCYLIECTBIATHCA  MpodhecCHOHATBHO
noarotoBieHHbiMu  criennanuctaMu  [AYK BO  «Ob6Gmactaoit  llentp HapomHOTO
TBOpPYECTBa» (OTBETCTBCHHBIMH 332 OPTaHU3ALNI0 00Pa0OTKH MEPCOHATBHBIX JJAHHBIX ).

4.17.06s3aTeIbHOCTh KOHTPOJIS

[Tpenmonaraer 00s13aTEIBHOCTh M CBOEBPEMEHHOCTH BBISBICHUS M IPECEUCHUS

NOMBITOK ~ HApPYIIEHWs  yYCTAaHOBJICHHBIX  MpaBWi, oOecreyeHuss  0e30MacCHOCTU

MMEPCOHAJIBHBIX JTdHHBIX, Ha OCHOBC MHCIOJB3YCMbIX CHUCTCM MW CPCACTB 3alllUThI
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MEPCOHANBHBIX JIAHHBIX, MPU COBEPIICHCTBOBAHUM KPUTEPUEB M METOJOB OLICHKHU
3¢ ()EKTUBHOCTH ITHX CUCTEM U CPEJIICTB.

KoHTposib 32 AeSITeNIbHOCTHIO JTI000T0 MOIb30BaTENs, KAXkI0r0 CPEICTBA 3aIlUThl U
B OTHOIICHUH JIIOOOTO 00BEKTA 3aLIUTHI JOJKEH OCYIIECTBIATHCS HA OCHOBE TPUMEHECHUS
CPEACTB ONEPAaTUBHOTO KOHTPOJISI M PETHCTPALMM W JOJDKEH OXBaThbIBaTh Kak
HECAaHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIE IEMCTBUS MOJIb30BATEIIECH.

Kpowme Toro, a¢dexktrBHAs crucTeMa obecnieueHusl HHGOPMAIIMOHHON 0€301aCHOCTH
TpeOyeT HaMMuus aJeKBaTHOM M BCEOOBEMITIONICH MH(OpPMAIMK O TEKYIIEM COCTOSHUU
MPOIIECCOB, CBS3AHHBIX C JIBIDKEHWEM WHGOpPMalMM W CBEJAEHUU O COOJIIOJACHUU
YCTAHOBJICHHBIX HOPMATHBHBIX TPEOOBaHU, a TaKXke JOMOJIHUTEIBHON HHpOpMAIUH,
MMEIOIIEeH OTHOIICHHE K MPUHATUIO pemieHui. MHpopMaiusg nomkHa ObITh HAJCKHOM,
CBOEBPEMEHHOM, TOCTYITHON U MPAaBUIBHO O(POPMIIEHHOM.

Henocrarku cucteMsl odecrieueHus: UHPOPMaIMOHHOM 0€30MMaCHOCTH, BBISIBIICHHBIC
corpynaukamMu ['AYK BO «O6nacthHoit LleHTp HapoAHOro TBOPYECTBA» JOJKHBI
HEMEJICHHO ToBOAUThCA 10 cBeneHus pykoBoautenss TAYK BO «Oo6nactaoii Llentp
HapOJHOTO TBOPYECTBA» M OMNEPATUBHO YCTPaHATHCSA. Bompockl, KOTOpbIE KaxKyTCs
HE3HAYUTEIbHBIMHU, KOTJa OTIEJbHBIEC MPOIECChl pacCMATPUBAIOTCS WM30JUPOBAHHO, TIPU
pPacCMOTPEHUHM HUX HapsAly C JAPYIrMMH acleKTaMd MOTYT yKa3aThb Ha OTpHULATENIbHbBIC
TEHJICHIIMW, TPO3SIIUe TepepacTd B KPYIHbIE HEJOCTATKH, €CIHM OHU HEe OyayT

CBOEBPEMEHHO YCTPAHEHBI.

4. MEPBI, METOJbI U CPEACTBA OBECIIEYEHUWS TPEBYEMOI'O
YPOBHS 3AIIIUTBI THOPOPMALIMOHHBIX PECYPCOB
5.1.Mepsl obecrieuenrs nHPOPMAITMOHHOM 0€301TaCHOCTH
Bce  wmepbl  oOecrieueHuss ~ 0€30MacHOCTH  MH(POPMALMOHHOM  CHUCTEMBI
MOJIpa3esisioTCs Ha:
—  MPaBOBbIC (3aKOHOJATEILHEIE);
—  MOpaJIbHO-3TUYECKHUE;
—  TEXHOJIOTUYECKHUE;

—  OpraHu3alloOHHbIC (A AMUHUCTPATUBHEIC);
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—  (Qusuueckue;

—  TEXHHMYECKHE (anmapaTypHbIE U IPOrPaMMHBIE).

4.1.1. 3akoHoaTeNnbHbIC (MPABOBBIC) MEPHI 3AIIUTHI

K npaBoBbIM MepaM 3alIUThl OTHOCSTCS JEHCTBYIOIIME B CTPAHE 3aKOHBI, YKAa3bl U
HOPMATHBHBIE AaKThl, PErIAMEHTUPYIONIME NpPAaBWIA OOpAIIEHHUA C NEPCOHAJIbHBIMU
JAaHHBIMM, 3aKpEIUISIONIMe TpaBa M OO0A3aHHOCTH YYaCTHUKOB MH(POPMAIMOHHBIX
OTHOUIEHUHN B MpoIlecce UX O0OpabOTKU W HCIOJIb30BAaHUSA, a TAKKE YCTAHABJIMBAIOLIUE
OTBETCTBEHHOCTh 3a HapylleHus 3TuX mpaBuwi. [IpaBoBble Mepbl 3alIUTBl HOCSAT B
OCHOBHOM YIPEXJAIOWMUN, NpOPUIAKTUUECKUA XapakTep U TpeOYIOT IOCTOSHHOM
Pa3bACHUTEIHOM pabOThl € MOJB30BATENSIMH W OOCIYKMBAIOIIMM IE€PCOHAJIOM
uHpopmanmonHoi cucreMbl 'AYK BO «O6nactHoii LleHTp HapoAHOTO TBOPYECTBAY.

4.1.2. MopalibHO-3THYECKHE MEPBI 3aIUTHI

K MopanpHO-3THUYECKMM MEpaM OTHOCATCA HOPMBbI TOBEACHHS, KOTOpHIE
TPAAULIMOHHO  CIOXWINCh WM  CKIQABIBAIOTCA IO  MEpe  paclpOCTPaHECHHUS
MH(GOPMALIMOHHBIX TEXHOJIOTHM B 001IeCTBE. DTH HOPMbI OOJIBIIEH YACThIO HE SIBIISIFOTCS
00s3aTeNbHBIMH, KaK 3aKOHOJATEIbHO YTBEPKIECHHbIE HOPMATUBHBIE aKThl, OJHAKO, MX
HECOOJI0ICHUE MOJKET MPUBECTH K MAJEHUIO0 aBTOPUTETA, MPECTHXKA YEJIOBEKa, TPYIIIbI
mu win FAYK BO «O6nactHoit LlenTp HapoaHoro TBopyecTBa» B 1ejoM. MopajibHO-
TUYECKHE HOPMbI OBIBAIOT KaK HEMHCaHble, TaK U MHCAHbIE, TO €CTh O(POPMIICHHBIE B
HEKOTOPbIN CBOJ (YCTaB) MPaBUII UK MIpEANHCaHN. MOpaibHO-3TUYECKUE MEPHI 3aIUTHI
ABJISIFOTCS MPOPUITAKTUYECKUMHU U TPEOYIOT TOCTOSHHON PabOThI IO CO3/aHUIO 3I0POBOTO
MOPAJIBHOTO KJINMATa B KOJUIEKTUBE.

4.1.3. TexHOMOTUYECKHE MEPHI 3aIUThHI

K nanHoMy Buy Mep 3alllUThl OTHOCATCS pa3HOTO pojAa TEXHOJOTUYECKHUE PEIICHUS
U TpUEMbl, OCHOBAHHBIE HA WCIIOJIb30BAHUU HEKOTOPBIX BHUAOB H30BITOYHOCTH
(cTpykTypHOH, (GYHKUMOHAIBHOM, WH(MOPMAIMOHHOW, BpPEMEHHOM H T.OI.) U
HAIpaBJICHHbIE HAa YMEHbBIIIEHHWE BO3MOXKHOCTH COBEPIICHHUS COTPYAHHUKAMHU OMIMOOK U
HapyILIEHU B paMKax MPEIOCTaBIECHHBIX UM IIPaB U MOJHOMOYHNH.

4.1.4. Opra"nu3zanrioHHbIe (A IMUHUCTPATUBHBIC) MEPHI 3aLTUThHI
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Opranu3aiMoHHble  (aAMUHUCTPATUBHBIE) MEpbl  3aIUUTBl - 3TO  MEpHI
OpPraHMU3AIlMOHHOTO XapaKTepa, perJjaMeHTHPYIOIIME MPOLEcCh (HYHKIIMOHUPOBAHHUS
CUCTEMBI 00paOOTKH MEPCOHATBHBIX JaHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB, EATEIBHOCTh
00CITy’KMBAIOUIEr0 IEpCOHANA, a TakKe MOPSAOK B3aUMOJEHUCTBHUS IMOJb30BATEICH C
CUCTEMOM TakuM oOpa3oM, 4TOObl B HAMOONbBIIEH CTENEHU 3aTPYJHUTh WM UCKIIOYUTH
BO3MOKHOCTb PEaJIM3alliu yrpo3 O€30MacCHOCTH WIM CHU3UTh Pa3Mep MOTEPH B CIydyae UX
peanu3anuu.

5.2.®opMUpOBaHUE TOJUTUKH 0€30MTaCHOCTH

['maBHass 1enp aJAMUHUCTPATUBHBIX MeEp, NPEANPUHUMAEMBIX Ha BBICIIEM
YVIOPABICHYECKOM YpPOBHE - c(opMUpOBaTh NOJUTUKY B 00JACTH OOECIeYEeHHs
0€30MMacCHOCTH MEPCOHAIBHBIX JaHHBIX (OTPAKAIOIIYIO MMOAXO0/bI K 3aIIUTE MEPCOHATBHBIX
JAHHBIX) U 00ECIEUYNUTD €€ BBINOJHEHUE, BBIACIAS HEOOXOIUMBIE PECYPCHI M1 KOHTPOJIUPYS
COCTOSIHHE JEI.

C mpakTU4YecKol TOYKU 3pEHHUs MOJUTHKY B 00JacTH oOecriedeHHs 0e30MacHOCTU
nepcoHanbHbix  gaHHBIX B [AYK BO  «O6GnactHoit  Ilentp  HapoaHOTrO
TBOpUYECTBa»1Ieeco00pa3Ho pa3ouTh Ha aBa ypoBHS. K BepxHEeMy ypOBHIO OTHOCSITCS
pelieHust pykoBojCTBa, 3aTparuBaroniue aesreabHocth [AYK BO «O6nacthoit Llentp
HapOJIHOTO TBOpPYECTBa»B LeJIOM. [lomuTuka BEpXHEro ypOBHS JIOJKHA YETKO OYEPTUTH
chepy BIUSHUSA M OTPaHUYEHUS NMPU ONpPEJEICHUU Iiesiell 0€30MacHOCTH MEePCOHATBHBIX
JaHHBIX,  ONpEAECNUTh  KAaKMUMU  pecypcaMu  (MaTepuajbHble,  CTPYKTYpHBIE,
OpraHMU3alMOHHbIE) OHU OYIYT JOCTUTHYTBI, U HaWTH pPa3syMHBIM KOMIIPOMHUCC MEXIY
MpUEMIIEMBIM YPOBHEM 0€30MACHOCTU U (YHKIUOHAIBHOCTHIO.

[TonuTvka HUKHETO YPOBHS, ONpENeNseT MNPOUEAYphbl, U TpaBWIA JOCTHKECHUS
neine W peuieHus 3aaad  0e30MacHOCTH MEPCOHANbHBIX JaHHBIX M JeTalU3UPYEeT
(pernamMeHTHpYET) 3TU MpaBuJa;

—  KakOBBI POJIM U O0SI3aHHOCTH JIOJKHOCTHBIX JIML, OTBEUYAIOLIME 3a MPOBEICHNE
MOJIMTUKN O€30MaCHOCTH MEPCOHATIBHBIX TAHHBIX;

— KTO HMMEeT IpaBa JOCTylla K IEPCOHAIbHBIM JaHHBIM, KTO M IpPH KaKux
YCIIOBUSIX MOKET YUTATh U MOAU(ULIMPOBATH IEPCOHAIBHBIE IaHHBIE U T.JI.

ITonuTrKa HUKHErO yPOBHS JOJDKHA:
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—  NpeAaycMaTpuUBaTh perjaMeHT MH(POPMAIIMOHHBIX OTHOUICHHH, WCKIIOYAIOLIINX
BO3MOKHOCTh MPOMU3BOJIBHBIX, MOHOIOJIBHBIX WJIM HECAaHKIMOHHMPOBAHHBIX JEHCTBUU B
OTHOILIEHNU UH(POPMALIMOHHBIX PECYPCOB;

—  ONpeleNsATh KOAIMIUOHHBIE M HMEPApXWYECKUE NPHUHLHUIBI M  METOMAb
pazziefeHusl CEKPETOB M pa3srpaHUUYEHUs JOCTyNa K IEPCOHAIBHBIM JaHHBIM;

—  BBIOMpATH IPOrpaMMHO-TEXHUUYECKNE (anmapatHsble) CpeacTBa
npotuBoneiictBus HC/l, ayreHTH(uKanmu, aBTOpU3aLUuU, HUJIECHTU(PUKALUU U JAPYTUX
3aIUTHBIX ~ MEXaHU3MOB, OOECNEUYMBAIOIIMX TlapaHTUM  pealu3alud 1paB U
OTBETCTBEHHOCTH CyOBEKTOB MH(POPMAIIMOHHBIX OTHOIICHUH.

5.3.PernamenTanus qoctyna B IOMELICHUS

Komnonentsl uHpopmammonHo cuctemel ['AYVK BO «O6nacthoit LleHTp
HapOJIHOTO TBOPYECTBAa»  JIOJDKHBI Pa3MEINAThCS B IMOMELICHUAX, HAXOMSAIIMXCS IOA
OXpaHOM WM  HAOJIOJEHHEM, HCKIIOYAIOUIUM  BO3MOXHOCTh  OECKOHTPOJBHOIO
MIPOHUKHOBEHUSI B TOMEIICHHS] MOCTOPOHHUX JIMI M O0ECHeYUBAIOIUM (DU3UUECKYIO
COXPaHHOCTh HaXOALIMXCS B IOMEIIEHUH 3alMIIAEMBIX PECYpCcOB (I0KyMeHTOB, APM n
T.1.). Bo Bpemsi 00paOOTKM MEPCOHANBHBIX JAaHHBIX B TaKUX IMOMEUIEHUSX JOJHKEH
IIPUCYTCTBOBATh TOJIKO MEPCOHAI, AOMYILEHHBIH K paboTe C MePCOHATBbHBIMU JaHHBIMU.

[To oxoHuaHUM paboyero /Hs, MOMEIIECHUS, B KOTOPBIX pa3MeLIatoTCsl KOMITIOHEHTHI
undopmarmonHoit cucrembl 'AYK BO «O6nactHoit LleHTp HapogHOTO TBOPYECTBAY,
JOJDKHBI 3aIIUPATHCS HA KIIFOY.

B ciydae ocHalieHusi MOMELIEHUN CpPeICTBaMU OXPAHHOM CUTHAJM3ALMH, a TAKXKe
aBTOMATU3UPOBAHHON CHUCTEMOM MpUEMa M PErucTpaldud CHUTHAJIOB OT ATHUX CPEJCTB,
IIPUEM-C/Ia4a TAKUX [MOMENIEHUI N0JI OXPaHy OCYLIECTBISETCS HA OCHOBAaHUM CIELUATBHO
pa3pabaThiBa€MON MHCTPYKIIUU.

5.4.PernameHTanysi  JIOMyCKa  COTPYJHHUKOB K  HCIOJB30BAHMIO
MH(POPMAITMOHHBIX PECYPCOB

B pamkax pa3spemurenbHol cucTeMbl (MaTpUllbl) TOCTYIA yCTaHABIMBAETCA: KTO,

KOMY, Kakyl HH(OpPMALUIO M A KaKoro BUIA JOCTYNa MOXET MPEJOCTaBUTh U MPH

KaKHX YCJIOBHUAX.
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Jlomyck monb3oBaTeneit k pabore ¢ uHpopmanmonHou cucremoii 'AVK BO
«O6nactHoit LleHTp HapoIHOTO TBOpPUECTBa» U JOCTYI K €€ pecypcaMm JOJDKEH ObITh
CTpOTO periameHTHpoBaH. JI1oOble M3MEHEHUs cocTaBa M IOJHOMOYMH IOJIb30BaTEseH
MOJICHCTEM JIOJKHBI IPOU3BOJIUTHCS YCTAHOBJICHHBIM MOPSIAKOM.

YPOBEHb NOJHOMOYMH KaXIOr0 IIOJIb30BATENs OIPEACIAECTCS WHIUBHIYAIBHO,
co0uro1ast caeayrone TpeOoBaHus:

—  KaXIpld COTPYAHUK IMOJIB3YETCS TOJBKO MPEANHCAHHBIMH €My MpaBaMu IO
OTHOUIEHUIO K IE€PCOHAIBHBIM JaHHBIM, C KOTOPBIMM €My HeoOxoauma pabota B
COOTBETCTBUM C JOJDKHOCTHBIMU OOs3aHHOCTSIMHU. Pacumpenue mnpaB JpocTyna M
MpPEJOCTaBIEHUE JOCTyna K JOMNOJHUTENbHBIM HMH(POPMALMOHHBIX pecypcaMm, B
00s13aTeIbHOM MOPSAKE, JOHKHO COTJIACOBBIBATHCSA C aJIMUHUCTPATOPOM OE€30MacHOCTH
MH()OPMAITMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX;

— gupektop 'AYK BO «Ob6nactHoii LleHTp HapoAHOro TBOPYECTBA» HMEET
npaBa Ha NPOCMOTP MHGOPMAlMUM O CBOMX IOJAYMHEHHBIX TOJBKO B YCTaHOBJICHHBIX
npejenax B COOTBETCTBUU CO CBOMMHU JOJKHOCTHBIMU OOSI3aHHOCTSIMHU.

Bce corpynnukun I'AYK BO «OOnactHoil LleHTp HapoIHOro TBOpYECTBa» U
OOCITy’)KMBAIOUINI TEpCOHal, JOJDKHbI HECTH TNEPCOHATBHYI0 OTBETCTBEHHOCTh 3a
HapyILIEHUs YCTAHOBJIEHHOTO TOpsA/Ka OO0paOOTKM NEPCOHAJIbHBIX JaHHBIX, MPaBUII
XPaHEHMs, UCIIOJIb30BAHUS U MEPEIayl HAXOMSIINXCSA B UX PACHOPSIKEHNUHN 3aIUIIAEMBbIX
pecypcoB cuctembl. Kaxplil coTpynHuk (pu npueMe Ha paboTy) OJKEH MOANUCHIBATh
0043aTENBCTBO O COONIOACHUM W OTBETCTBEHHOCTH 33 HApYIIEHHE YCTaHOBJIEHHBIX
TpeOOBaHMI MO coxpaHeHHIO TepcoHanbHBIX AaHHBIX ['TAYK BO «O6nacthoit IlenTp
HApOJIHOTO TBOPUYECTBAY.

OO0paboTka NEepCOHANBHBIX JAHHBIX B KOMIOHEHTaX WH(GOPMAILIMOHHON CHCTEMBI
I'AYK BO «OGnactHoii IleHTp HapoaHOTO TBOPYECTBA» JIOJDKHA TPOWU3BOJIUTHCS B
COOTBETCTBHUH C YTBEPKICHHBIMU TEXHOJOTUYECKUMHU UHCTPYKLIUSIMU.

5.5.PernamenTanys mpoueccoB OOCTY>KMBAaHUSA W OCYILIECTBICHHUS MOAU(pUKALUU

anmnapaTHbIX U IPOIPAMMHBIX PECYPCOB

B nenax noanepkaHus pexuma HMH(GOPMAlMOHHOM O€30IacHOCTH almapaTHO-

nporpaMMHasi KOHQUTypalus aBTOMAaTU3UPOBAHHBIX pabO4YMX MECT COTPYAHHUKOB
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'AYKBO «O6nactaoit LleHTp HapOgHOTO TBOPUYECTBA», C KOTOPHIX BO3MOXKEH JOCTYH K
pecypcam HHGOPMAITMOHHON CUCTEMBI, JOJDKHA COOTBETCTBOBATH KPYTY BO3JIOKEHHBIX Ha
JAHHBIX MOJIb30BaTENeH (PYHKIIMOHAIBHBIX 00S3aHHOCTEH.
5.6.006ecnieueHrie M KOHTPOJh (PU3NUECKON IETOCTHOCTH (HEU3MEHHOCTH
KOH(UTypaliK) anmapaTHbIX PECYpPCOB

O6opynoBanue WH(POPMAIMOHHOW CHUCTEMBI, HCIOJIb3yeMOE [JIsl JIOCTyna M
XpaHEHHsI MEPCOHAIBHBIX JAHHBIX, K KOTOPOMY JOCTYI OOCIYXMBAIOIIEr0 MEepCcoHaNa B
Mpoliecce IKCIUTyaTalluu He TpeOyeTcs, Mocie HalaJI0YHbIX, PEMOHTHBIX U UHBIX PadoT,
CBSA3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM JI0J>KHO 3aKPbIBATHCS.

5.7.1TopGop ¥ MoAroToBKa NMepcoHaia, 00y4eHue mojib30BaTeeu

[Tonb3oBatenu uHdopmanmonHoit cucreMbl ['AYK BO «O6nactHoit LlenTp
HapOJIHOTO TBOPYECTBA», & TAKXKE PYKOBOASAIIMI M OOCITYKUBAIOIINI MEPCOHA JOHKHBI
OBITb O3HAaKOMJICHBl CO CBOMM YpPOBHEM IIOJIHOMOYHMM, a TaKKe OpraHU3alMOHHO-
pacnopsIMTeIbHON, HOPMATUBHOM, TEXHUYECKON U DKCIUTyaTallMOHHOW JOKYMEHTAIIUeH,
omnpenensonei TpedoBaHus U MOPsSA0K 00paboTku nepcoHaIbHBIX AaHHBIX B TAYK BO
«Ob6mactHoi LlenTp HapoaHoro TBopuecTBay.ObecneueHne 0€30MaCHOCTH TIEPCOHAIBHBIX
JaHHBIX BO3MOKHO TOJIBKO TIOCJI€ BBIPAOOTKH Y MOJB30BATENEH ONPEACICHHON KYIbTYpPhI
paboThl, T.e. HOpPM, OOS3aTENbHBIX JJII HWCIOITHEHUS BCEMH, KTO padoTaeT ¢
undopmarmonusiMu pecypcamu 'AYKBO «O6nactHoii LleHTp HapogHOTO TBOPUECTBAY .
K TakuM HOpMamM MOXXHO OTHECTH 3allpelieHre JIIOOBIX  YMBIIUICHHBIX WA
HEYMBIIIJICHHBIX JIEHCTBUM, KOTOPBhIE HAPYIIAIOT HOPMAJIbHYIO paOOTy KOMIIOHEHTOB
unpopmanmonHor  cucremsl [TAYK  BO  «O6GnactHoit  LlenTtp  HapoaHoro
TBOPYECTBA»,BbI3bIBAIOT JOIMOJIHUTENIBHBIE 3aTPaThl PECYpCOB, HAPYIIAIOT IIEJIOCTHOCTD
XpaHuMod © oOpabaTeiBaeMoil WHGOPMAIMK, HAPYIIAIOT HWHTEPECHl 3aKOHHBIX
MOJIb30BATENEH, BIIaJIEIbIEB NI COOCTBEHHUKOB.

Bce monws3zoBarenu wmnpopmarmonHoit cuctembl TAYKBO «O6nactaoit ILleHTp
HapOJTHOTO TBOPYECTBA» JOJDKHBI OBITh O3HAKOMJIEHBI C  OpPraHU3allMOHHO -
pacnopsIMTEIbHBIMU JJOKYMEHTAMU 10 OO0ECHeUYeHHIO0 O€30MaCHOCTH MNePCOHATbHBIX
nanabix ['AYK BO «Ob6nactHoii LleHTp HapogHOro TBOpUYECTBa», B YacTH, HX

Kaca}omeﬁCH, AOJIKHBI 3HATh U HCYKOCHHUTCIIBHO BLIINNOJIHATE MHCTPYKIHWH U 3HATDH O6H_II/I€
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00sI3aHHOCTH MO oO0OecreueHuio Oe30MacHOCTH MEepPCOHATIbHBIX NaHHBIX. JloBeneHue
TpeOOBaHMI yKa3aHHBIX JOKYMEHTOB JO JIHII, JOMYIICHHBIX K 00pabOTKe 3aluIaeMbIX
NEPCOHATBHBIX JAHHBIX, JOKHO OCYIIECTBISATHCS MO POCIUCH.
5.8.0TBETCTBEHHOCTh 32 HAPYIICHHS YCTAHOBJIEHHOTO TOPSJIKA TOJIh30BAHUS
pecypcamu uHpopmarmonno cuctembl ['AYVK BO «Ob6nacthoit llentp HapomHoTro
TBOPYECTBAY .

Mepa OTBETCTBEHHOCTH TepCOHana 3a JACHCTBHUSA, COBEPIICHHBIC B HAPYIICHHE
YCTaHOBJICHHBIX MpaBW obecrieueHrs 0e30MmacHoi padoThl ¢ MEPCOHAIBHBIMU JAHHBIMH,
JOJDKHA ONPENeNAThCS HAHECEHHBIM YIIepOOM, HAIMYUEM 3JI0T0 yMBICIA W JIPYTUMU
(dakTopamu no ycmorpeHuto pykoBojictBa 'AVK BO «Oo6nactHoit LlenTp HapomgHOTO
TBOPYECTBAY .

Jlst peanuzani TPWHIMIA TEPCOHATBLHON OTBETCTBEHHOCTH IIOJIb30BATEIICH 3a
CBOM JICUCTBUSI HEOOXOUMBL:

—  UHAUBUIYyaJbHas UJEHTU(DUKAIMS TOJIb30BATEIe M WHUIMUPOBAHHBIX WMU
MPOIIECCOB, T.€. yCTaHOBJeHHE 3a HUMHM uaeHTHukaTtopa (login, Username), Ha 0aze
KOTOPOTO OYJET OCYIIECTBIATHCS pa3rpaHUYCHUE JOCTyNa B COOTBETCTBUU C TIPUHIIUIIOM
000CHOBaHHOCTH JIOCTYIIA;

— TMpoBepKa TNOJJIMHHOCTH TOJib30BaTeNie (ayTeHTU]UKAIMs) Ha OCHOBE
MapoJIeu;

—  peakius Ha TONBITKM HECAHKIMOHUPOBAHHOTO JOCTyNa (CUTHAIU3aIIUs,
OJIOKMpPOBKA U T.1.).

5.9.CpenctBa obecrnieueHus: 6€30MacHOCTH NEPCOHATBHBIX JJAHHBIX

s o6ecnieuenus nadopmanuonnon 6e3onacHoctd TAYK BO «O6nactaoi LlenTp
HapOJHOTO TBOPYECTBA»UCIIOIL3YIOTCS CIEAYIOIINE CPECTBA 3AIUTHI:

—  (usnyeckue cpeacTna;

—  TEXHHYECKHE CPEJICTBA;

—  cpencTBa MICHTHU(DHKAIIMU U ayTCHTU(PUKAIIUN TTOJIB30BATEIICH;

—  CpelcTBa pa3rpaHU4eHHUs IOCTYIIA;

—  cpencTBa 0OecrieYeHHs] U KOHTPOJIS LIeJIOCTHOCTH;

—  CpeIcTBa OMEPaTHBHOTO KOHTPOJIS M PETUCTPAIMH COOBITHI 0€30MaCHOCTH.



23

CpenctBa 3alUTHl JTOJDKHBI MPUMEHSTHCS KO BCEM pecypcaM HH(POPMAIMOHHOM
cucteMbl 'AYK BO «O6nactHoil LleHTp HapoJHOro TBOPYECTBA», HE3aBUCUMO OT HX
BUJIa U GOPMBI IIPE/ICTaBICHU UHPOPMAIIUU B HUX.

5.9.1.®usnyeckue cpeAcTBa 3alIUThI

duznyeckre Mepbl 3alUThl OCHOBaHbl HA MPUMEHEHHUHU PA3HOTO poja
MEXaHUYECKUX, JIEKTPOHHBIX MJIH AJIEKTPOHHO-MEXAHUUYECKUX YCTPOUCTB U COOPY>KEHUI,
CHEHAIbHO MPEAHA3HAUYCHHBIX I CO3AaHUs (GU3NYECKUX MPENSTCTBUI Ha BO3MOXKHBIX
MOyTSX TPOHUKHOBEHHS M JIOCTYNa MOTEHIUAIBHBIX HApyIIUTENIed K KOMIIOHEHTaM
CUCTEMBbl W 3alIUIIAEMBIMIIEPCOHANBHBIM JAHHBIM, a TaKK€ TEXHHMYECKUX CpEJICTB
BHU3YaJIbHOTO HAOIIOACHUS, CBSA3H U OXPAaHHOM CUTHAIIM3AIUH.

s obecrieueHust (u3NUECKOl 0€30MacHOCTH KOMIIOHEHTOB HH(OPMAIlMOHHON
cuctrembl ['AYK BO «OoOnactHoit IleHTp HapogHOTO TBOpYECTBa» HEOOXOIUMO
OCYIIECTBIISITh PsIi OPraHU3aLMOHHBIX M TEXHUYECKUX MEPOIPHUITHH, BKIIOYAIOIIUX:
IIPOBEPKY 000pYyI0BaHUS, IPEAHA3HAUEHHOTO JIJIs1 00pabOTKH MEPCOHANBHBIX JAHHBIX, HA!

—  BBEJICHHUE JIONOJIHUTEIbHBIX OrPAHUYEHUN 1O JOCTYIy B IOMEIICHUS,
npeHa3HauYeHHbIE AJI1 XpaHEHHUs] 1 00paOOTKU NMEePCOHATBHBIX JaHHBIX;

— oOopynoBanue cucteM WHGOpPMATH3AlUU YCTPOMCTBAMHU 3alIUThl OT cOOEB
ANIEKTPOINUTAHUS U TIOMEX B JIMHUAX CBA3U.

5.9.2. Texaudeckue cpeicTBa 3alIUThI

TexHuyeckue  (ammapaTHO-IPOTpaMMHBIE) Mepbl  3allUThl  OCHOBAaHbI  Ha
WCIIOJIb30BAaHUU PA3JIUYHBIX D3JEKTPOHHBIX YCTPOMCTB M CHELHUAIBHBIX MPOrpaMM U
BBITIOJHSIONINX (CaMOCTOSITENIbHO WJIM B KOMIUJIEKCE C JAPYTUMHU CPeJCTBaMHu) (yHKIIUU
3alUThl (MICHTU(PUKAIIMIO U ayTeHTU(PUKALMIO MOJb30BaTeNIeH, pa3rpaHuYeHre 10CTyna
K pecypcam, perucTpaluo coObITUI, KpUnTorpadguueckoe 3aKpbiTie MHGOPMAIUU U T.11.).

C yuerom Bcex TpeOOBaHMII U TPUHIUINOB oOecreueHuss Oe30mMacHOCTH
MEPCOHAJIBHBIX JIaHHBIX MO BCEM HAMPABJICHUSAM 3alIUTHI B COCTaB CHUCTEMBbI 3alUThI
JOJKHBI OBITh BKJIIOUEHBI CJIEAYIONINE CPEICTBA!

—  CpelcTBa pa3rpaHUYeHHMs IOCTYIA K TaHHBIM;

— CpencTBa pearMpoBaHMs Ha  HapylleHUsT pexuMa HUHOOPMAIMOHHOU

0€30IaCHOCTH.
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Ha texHunueckue cpencTBa 3alllUThl BO3JIATaeTCs PELIECHUE CIIETYIOUIMX OCHOBHBIX
3a/1ay:

—  WJeHTUUKaLusi U ayTeHTU(UKALMs [0JIb30BATEIEH MPU MOMOLIM MMEH WU
CIELMAIbHBIX allllapaTHBIX CPEJICTB;

—  perjaMeHTauusi M YINpaBJIEHUE JIOCTYIIOM IOJb30BaTENE B NMOMEIICHHS, K
(U3UYECKUM U JIOTUYECKUM YCTPOUCTBAM;

— 3amuTa OT IIPOHMKHOBEHUS KOMIIBIOTEPHBIX BHUPYCOB U Pa3pyLIMTEIBHOIO
BO3JICHCTBHSI BPEIOHOCHBIX MPOrPAMM;

—  perucrpauus Bcex NEHCTBUM MOJIb30BATENS B 3ALIMILIEHHOM XypHAJIE, HAJIU4NE
HECKOJIBKMX YPOBHEU PErHCTpaLNY;

—  3allUTa JAaHHBIX CHUCTEMbl 3allUThl Ha (alIOBOM CEpBEpPE OT JOCTyIa
MOJIb30BATENE, B YbM JOJDKHOCTHBIE OOS3aHHOCTH HE BXOJIUT pabora ¢ MH(pOpMaIuH,
HaXOJAIIEHCS HAa HEM.
5.9.3.CpenctBa naeHTHPHUKAIINHN U ayTeHTU(DUKAIINN TTOJIb30BaTEIeH

B nensix npenotBpaiiieHust padboThl ¢ pecypcamu nHGopmamoHHon cuctemsl 'AVK
BO «O6nactHoii lleHTp HapoAaHOrOo TBOpPYECTBa»  MOCTOPOHHMX JIMII HEOOXOIUMO
o0ecrneynTh BO3MOXKHOCTh PACMO3HABAHUS KaXKJIOTO JIETAIbHOTO IMOJIb30BaTENs (MU
rpynn mnosib3oBareneit). s uneHTUdUKaUMKM MOTYT HPUMEHSATHCA PA3IMYHOTO poja
YCTPOMCTBA: MATHUTHBIE KAPTOUYKH, KIIFOUH, KJIFOUEBbIE BCTABKH, TUCKETHI U T.II.

AytenTudukanus (MOATBEPKICHUE MOMJIMHHOCTH) TOJb30BATEICH TAKKE MOMKET
OCYLIECTBIISATHCA:

— TOyTeM TMpPOBEPKH HAIWYUs Y TOJIb30BaTENe KaKUX-TMOO ClelHalIbHbBIX
YCTPOUCTB (MAarHUTHBIX KapTOUEK, KIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

—  IyTeM NPOBEPKHU 3HAHMS UMH MapOJIEH.

4.1.5. Cpexnctsa pa3rpaHUueHHUs JOCTYyIIA

30HBI OTBETCTBEHHOCTH M 33Ja4l KOHKPETHBIX TEXHHUUYECKUX CPEACTB 3alUTHI
YCTaHABJIMBAIOTCS UCXOJS M3 MX BO3MOXKHOCTEH M 3KCIUTyaTalMOHHBIX XAPAKTEPUCTUK,
ONMCAHHBIX B JOKYMEHTALMY HA JJAHHBIE CPEICTBA.

TexHuyeckue cpeAcTBa pasrpaHUYeHMs] JOCTyIa JIOJDKHBI IO BO3MOXHOCTU OBITh

COCTaBHOM YaCThIO €JUHON CUCTEMbI KOHTPOJIS JOCTYIIA:
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—  Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;

— B OTJEJIbHBIE IOMELIEHUS;

— Kk koMmmnoHeHTaM uH(popmammonHoii cpeasl TAYK BO «O6nactaoit LlenTp
HapOJHOTO TBOPYECTBAa» U DJJIEMEHTAM CHUCTEMbI 3alllUThl MEPCOHATBHBIX JaHHBIX
(buszmyeckuit 10CTYyI);

— K UWHQOPMAIMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTEISIM HH(pOpMaInH,
(aitnam, HabopaM JJaHHBIX, apXUBaM, CIIPaBKaM U T.]11.);

— K aKTHBHBIM pecypcam (MPUKIATHBIM MPOTpaMMaM, 3a/1adaM M T.11.);

— K ONEPALMOHHOM CUCTEME, CUCTEMHBIM IPOTrpaMMaM U IpOrpaMmam 3aiuThl.

4.1.6. CpencrtBa obecrieueHHsI ¥ KOHTPOJIS IETOCTHOCTH

CpencrBa oOecriedeHHsI LEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpeAcCTBa
PE3EpBHOIO  KONUPOBAHWS, MPOrpaMMbl  AHTUBHUPYCHOM  3alIUTHI, MPOTrPaAMMBI
BOCCTaHOBJIEHUS LIEJIOCTHOCTH ONEPALIMOHHON Cpebl U 0a3 JaHHBIX.

CpencrtBa KOHTPOJISI  LIEIOCTHOCTH  HMH(OPMALIMOHHBIX  PECYpCOB  CHCTEMBI
MpeAHAa3HAYEHbl JJI1 CBOEBPEMEHHOTO OOHApyXEeHUs MOJIM(PHUKAIMK WIA HCKAXKEHUs
pecypcoB cucteMbl. OHU TO3BOJISIOT O0ECIEUUTh MPABUIBHOCTHh (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U HEJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMoi H(OpMAaIUK.

KOoHTposib 11€10CTHOCTH MH(POPMALIMM U CPEICTB 3aIIMTHI, C LEIbI0 00EeCIeUeHHUs
HEM3MEHHOCTH UH(POPMAIIMOHHOM CPEJIbl, ONPENeIIeMON PENyCMOTPEHHON TEXHOJIOTHEN
00pabOTKH, U 3aIIUTHI OT HECAHKIIMOHUPOBAHHOW MOJU(UKAIIMN EPCOHATBHBIX JaHHBIX
JIOJDKEH 00eCcIeunBaThC:

—  CpeIcTBaMH pasrpaHWdYeHHs] J0cTyna (B TOMENICHHS, K JOKYMEHTaM, K
HOCHUTEJISIM HH(pOpMALIUU, K CepBepaM, JIOTHUECKUM yCTPOMCTBAM U T.I1.);

—  CpeICTBamH 3JIEKTPOHHOU MMOJIUCH;

— CpeacTBaMM  MOJACYETa  KOHTPOJBHBIX CyMM (i1 HMCHOJIb3yEMOIO
MIPOTPAMMHOTO O0ECTICYCHUS).

5.10.KonTpoab 3p(heKTUBHOCTH CUCTEMBI 3aILUTHI

KonTponb 3¢ (HeKTUBHOCTH 3allUThl MEPCOHANBHBIX JaHHBIX OCYLIECTBISETCA C

LEJIbI0 CBOEBPEMEHHOIO BBISIBJICHHUS U MPEAOTBPAILEHUS YTEUKU MEPCOHATBHBIX JAHHBIX

3a CUYCT HCCAHKIHOHHMPOBAHHOI'O JOCTYyIId, a TaAKXKC IMPCAYINPCIKIACHUA BO3MOKHBIX
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CIIEHMAJIBHBIX BO3JIECVCTBHUN, HAIPABJICHHBIX HA YHUYTOKEHUE IEPCOHAJBHBIX IAHHBIX,
paspylieHue cpeacTB nHpopMaTuzauu. KoHTpoJIb MOXKET MPOBOIUTHCS MTPUBJICKAEMBIMU
JUTSL OTOW LIeJIM OpraHUu3alUusAMU, UMEIOIIUMHU JIMLICH3UIO HA 3TOT BUJ ACATEIBHOCTH.
Onenka 3(QQPEeKTUBHOCTH MEp 3alIUTHl TMEPCOHAIBHBIX JaHHBIX MPOBOAUTCSA C
UCIIOIIb30BAHUEM TEXHUYECKUX U IPOTPAMMHBIX CPEIACTB KOHTPOJA HAa IIPEAMET

COOTBCTCTBHA YCTAHOBJICHHBIM Tp€6OBaHI/ISIM.



